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DISCIPLINE: Security Planning Tools

Discipline Roadmap for: Risk Management

Current

2 Years

5 Years

Baseline Environment
Standards:

ISO/IEC 27005

Tactical Deployment

v

NIST Special Publication 800-30

Retirement Targets
None

v

Strategic Direction

Enhanced and quantifiable IT Risk
Management with measurements in
place that contribute to the overall
health of the state

Mainstream Platforms (must be supported)
ISO/IEC 27005, NIST Special Publication 800-30

Containment Targets

None

Emerging Platforms

Market Watch

Implications and Dependencies

- Comprehensive Risk Management for IT and IT Security should fit within the existing organizations risk management strategy.

Roadmap Notes

- Evolution of these plus industry specific documents need to be watched over the next years.




DISCIPLINE: Security Planning Tools

Discipline Roadmap for: Risk Management

m Discipline Boundaries:
O The practice of Risk Management as it relates to Information Security

m Discipline Standards:
O NIST and ISO both have Risk Management Guidelines/Standards

m Migration Considerations:
O None

m Exception Considerations:

O Additional Frameworks may be accepted in place of the two mentioned per agency need as long as they are sufficient to
cover the dangers posed by IT Security Management to the citizens of South Carolina

m Miscellaneous Notes:
O None

m Established
O March 26, 2008
m Date Last Updated:
O March 26, 2008
m Next Review Date:
O November 2009



